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The growing integration and complexity of IT topaghies, coupled with the sharp rise
in internet interfaces, has increased companieseqiibility to security gaps.

SAP R/3 systems, which in the past were only addesisy employees, can now be
accessed via internet by external users such asdssyartners and customers. Normal
administrators are scarcely able to cope with tirepdexity of a SAP system network.
Incorrect settings in the SAP system, the operaysgiem or the database frequently
result in serious security breaches.

A never-ending stream of new software componentts thieir own system parameters
and authorization concepts raises the risk of gafise system remaining undetected.
The authorization and role concept is highly compldeading to too many users
working the production system with administratghts, with no one really able to
monitor their activities.

With SAST, the System Audit und Security Toolkit AP R/3, akquinet offers SAP
users a product which lets them:

Detect critical authorization combinations and pbald the dual control principle
Automatically check a SAP system’s security-reléyzarameters and settings
Manage the activities of power users and admiri@sgemergency user
management)

Record and trace all activities performed by anrgerecy user (audit trail)

Using SAP Transport, SAST can be installed on gstesn within five minutes. An
update service ensures that all security checkayslworrespond to the state of the art.
SAST can be used on all SAP systems from Rele@be 4.

The modular approach taken 8AST, the System Audit und Security Toolkit for SAP
R/3, provides assistance in all questions of SAfarsty. The key design criteria for

SAST are simple installation and user-friendliness a8 as a holistic approach to
system testing. All checks are executed for adirtk throughout the entire system. That's
what sets SAST apart from other audit approachesatbrk on a client-by-client basis
and that can lose track of developer access urfferett clients or even allow all-client
operating system access to all data!
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The SystemTrack module contains a wide range daftions for automatically analyzing
and raising SAP system security. SAST offers wellised methods of analysis to detect
security gaps as soon as they occur and beforectireipe exploited.

System/Instance parameter
Netweaver specific (XI, Solution Manager)

RFC/Gateway
JAVA settings
LDAP settings
ITS configuration
TMS config
BW specific
Fico Critical ABAP's, Functions and Transactions
Module specific «; SAST Checks

Checksum on Files (SAP executables)

Users and Permissions
Source-Code-Scan for critical ABAP statements

Netweaver Internet Framework
Standard Passwords

Database
Audit Firecall Users

Operating System
Audit SAP standard user (SAP*, etc...)

SAST analyses can do far more than other toolsasmtdased on more than ten years’
experience in managing SAP security.

All levels of the SAP system — from the operatiggtem and the database, network
accesses, middleware and interfaces, to the apiphisaauthorizations and system
parameters — are automatically analyzed.

SAST creates detailed reports on any security gagsconfiguration errors it finds,
classifying them according to severity and poténltigeat.

The reports are supplemented by exhaustive soluticmmmendations with reference to
OSS notes and documentation, simplifying and speedip troubleshooting.

A permanent system audit trail ensures that norggeelevant change will be
undetected!
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Example system vulnerability report

SystemTrack has build-in controls catalogs forftllewing areas:

SAP System parameter

Users and authorizations

Well known userids and passwords
Critical permissions for administrators
Network- and RFC-connections

Operating system security

Database connection, configuration and users
SAP Internet transaction server
Configuration of LDAP- and content-server
SAP Netweaver

SAP BW

SAP Fl

SAP HR

Your benefits

Constant control over all security-relevant parargeand events




Less time and cost required for security checksaattits
Increased system security
Ensures audit acceptability

Establishment of KontraG/SOX-compliant control meaisms
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The AdminTrack module adds functions to SAST, einglhdministrators to work as
normal without further rights or even with SAP_Abpkofiles. If support is required,
defined administrators and support users can deteva@redefined Emergency ID at the
click of a mouse and use the planned activitiegdpscription. Once maintenance work is
complete, SAST records all user activities durimg $upport sessions and sends a report
to an auditor by post or online.

The AdminTrack module defines and monitors emergébs. It includes the following
functions:

Definition of emergency IDs
Assignment of emergency IDs to SAP users
Start of emergency sessions and logging of follovaaents:
o Start of transactions and reports incl. Dynpros @i6CODEs
o Changes to tables with active logging
o Changes to user master records, permissions, gs@iid roles
o Changes to ABAP coding
o Changes to system parameters (RZ10)
o Changes to system change options
o Changes to external commands (SM49/SM69)
o Changes affecting batches (SM36/SM37)
o Created transports and tasks
o Debugging activities
o User’s system log entries during session
o Security audit log entries

o Changes to client settings (Table T0O0O)
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o Changes to batch input sessions
Persistent storage of audit trails and reporting

Audit reports sent by e-mail

Your benefits
- SOX compliant and effective management of Firelzid|-
Automatic audit trail of firefighting activities
Improved audit capabilities
Easy user-friendly interface
Reduction of IT-support costs
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Contact us:

Akquinet AG
Paul-Stritter-Weg 5
22295 Hamburg
Germany

Phone : +49 40 88 173-0
Mail: info@akquinet.de
Web : www.akquinet.de




